LIVE CODING LESSONS

Customer Experience
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Customer hears about Live
Coding Lessons

o Viatweet

e Viaemall

e Viadeveloper microsite

Stay ahead of
secure coding
best practices.

The cyber-threat landscape is constantly shifting and staying ahead of common
software vulnerabilities is more important than ever. With a range of handy
secure coding guidelines, hands-on missions, and videos we can help keep you
up to date with best practices.
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Announcing New Live Coding Lessons!

Lorem lpsum insent introduction copy ham, or read TS amestad
development text generator. Tum this skef around We have unlimited
juice? This party is going 10 be off the hook

Live Coding Lessons

This is a ong coragragh that communicates 1 he customer ther traning goo
e leacks 10 the cal-3-acson bution below

Check it out!



Landing Page

Customer arrives via link

to landing page.
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Live Coding

Lessons

Learning reimagined. 100% hands-on exercises
designed to enhance developers' secure coding
skills via exercises in a live coding environment,
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Select aLanguage

Customer selects lesson, Q seorcn . O
and selects language. (" )
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Optional create an account
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from free trial
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Animated Loading Page

Customer views loading
screen

We're getting your environment set-up...

10%....




Introduction

Customer reads
introduction message

< Back to alflessons
5> PRODUCT TOUR v
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Now Tt o vit found this 3ecune sokulion, drop mhal youne daing
ond let's join loroes. Follow the stepe In the cesignment to keom
Do L Secuns the

SearchTransacticodaync(Systen. 8tring)

Mathod from SOUINRCTION a1 Sean in U ik o Salulicey’ stoge.
SHCk with Entity Framework ond use UNG's Mhare  method to
S0hE the cicgnmant.

oe  STEPS -

0 Irvestigate Transaction ©) Rt sscn

Irreiitigate the  SearchTransactionAsync
(Syaten.String) method

[3 vist £ty reamamart 1o keten mene

o Update transactions

o Return transactions
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A3 Missing Function Leved Access Controd in C#
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> OUTLING
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& challenge . cspro)

C TrasachionSarvncecs X

assigrment > © Transact

tyframevoraCo

1 using Microseft,Ent
using SecureCoderarriorBamk.Oata;

3
4 nramespace SecureCodewarricrfank;

5 peblic class TransacticnService

o

L] private resdonly SecurmlodensrriorBlankCentext _context;

9

L] public TrassactionService{SecureCodedarriorfiankiontest conte
n

2 tontext = context;

13 }

14

15 public asysc Tosk<IErumerable<Transactions> SearchTransactio
16

7 var query = $"SELECT « FROM Transactions T WHERE T.owner
18

19 var transactionQuery =

] _context,Transactions, FronSqlRaviquery);

21

2 return await transactionuery.ToListAsyncl);

3 1

24

A |

%
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Isstalling (& depengencies...
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Finished



View Hint R e

T PRODUCT TOUR , = © TransactionSwwice.cs X

v PROJCT BEI LG amsgnment) © TransactonServicecs
© nTrooucTION v @ . = 1 using Micresoft.EntityFraseworkCore;
2 using SecureCedewar
4 namspace SecureCodedarriorBank;
oe STEPS v . .

Transact sorService

Customer is able to view a . :u;..(

hint oo .
. o Investigate Transaction ©) Reset lesson N privete resdonly SecureCodemsrriorBenkContext _contexts
Investigate the SearchTransactionAsync 1 .,_n};g Transact tonService(SecureCodensrriorBankCentext conte;
. n {
(System.String) method. 12 _centext = context;
13 }
[4 visit Entity Framework to learn more »

;:.hu'c async Task<Ifnumerable<Transaction>> SearchTransactiol
[AllowAnonymous] takes priority over any other
authorization attribute. So if you place it on controller
level, all its endpoints will be accessible for non-
authenticated users.

vor query = §"SELECT » FROM Tronsoctions T WHERE T.ownen

var transactionQuery =
_context.Transactions.FroeSylRawiquery);

return await transactionQuery,TolistAsysc();

PrROMEMs )  OUTPUT  OFRUGCONSOLE  TERMNAL | C# v =

e Update transactions

Installing C# depesdencies. ..
Platform: Linux, x86 64, nasesdebian, versioss11

2 Finished
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Enters Code

Customer enters code

v assignment

C# AccountController.cs M
C# AuthController.cs

C# LogsController.cs

> bin
> Data

> ExtensionMethods
>

>

>

Models
obj
Services
> Views
© .gitignore

N challenge.csproj

1
2
3
4
5
6
7
8

9
10 |
11

12
13

14

15
16

17
18
19
20
21
22
23
24

v public class AccountController :

v using System.Security.Claims;

using Microsoft.AspNetCore.Authorizatic
using Microsoft.AspNetCore.Mvc;

using VikingBank.Data;

using VikingBank.Models;

using VikingBank.Services;

namespace VikingBank.Controllers;

[Authorizel
[Route("Account")]
0 references
Contrc
{
3 references
private readonly IAccountService _:
2 references

private readonly ITransactionServic

0 references
public AccountController(IAccountSe
{
_accountService = accountServic¢
_transactionService = transact:

[HttpGet]
[Rante (/"Y1



Reviewing Code S ———
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13 }
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Step Complete N s

< T TOUR . © TransactionSwwencs X
ament > © Tra
© wrRoouCTION v using Micresoft.Ent
2 using SecureCodens
C t I t Now Ihat you'we lourd the secure Schution, drop whet you're dong ,O > bin ‘ namaspace SecureCodemarriorBanks
ustomer completes a e fon orce Fokow tha sieps 1 the ossigm=nt olearn > Dus " :
w10 scure tha > obj S public class Transact
SearchTransactionAsyn: (Syaten.String) @ .grignore ¢

step, and moves to e i s s o o S S .
second step.

edarriorBankiontext _centext;

Solvi T assgINEL ] private resgonly
_ B ;

" peblic TransactienService(SecureCodenarriorBankContext conte:

u {
12 _centext = context;
13 }

oe  STEPS - "

public async TaskeIfnumerablecTransactions> SearchTransactio:

@ investigate Tramaction

vor query = $"SELECT » FRIM Tronsactions T WWERE T,owner

© uUpdate ransactions I var transoctiontuery =

_context. Transactions. Fro

Rawlquery);
vusstgots the - SearchTransactionhsync
{Systen.String) mathod return avait transactionuery.TelistAsyac()s
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Lesson complete

Customer submits the
correct answer, and has
the option to move on
immediately to the next
language.

< Back toalllessons 9
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-
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Now Bt yourve found the secure solution, orop what you e daing ,O
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STEPS v

o Irwestigate Transaction
o Update transactions

o Return transactions

Great job!
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Contirwe to Next Lesson -5

evel Access C c#

© TransactionSericecs X

GEBEUS&® msigmen> O TransactionSarica.cs
1 usirg Microsoft,EntityFramevorsCore;
2 usirg Sec evarriorBank.Data
3
4 nasespace SecureCodewarrio

5  pablic class Transactie

ureCodewarr iorgan ext _context;

8 private readoaly

ankContext conte

ecureCodevary

nw public Trassactions
1n {

12 _context = context;
13 }

15 public asyse TaskelErmumeraslecTransacticnms SearchTransactio
” var query = $"SELECT + FROM Transactions T WHERE T.ewner

var transactiosQuery =
_centext. Transactions. Frosq Ul geery) ;

2 return await tramsacticnQuery.TolistAsyncl);

CERLG CC EANINA = -

mosievs @@  oureur

Instaliing CF dependencies...
Platfore: Linux, #B6_64, namesdebian, versions=ll

Finished







Customer invite via email

Customer receives an invite via email

View in browser

SECURE
CODE
WARRIOR

Announcing New Live Coding Lessons!

Lorem Ipsum insert introduction copy here, or read this arrested
development text generator. Turn this skiff around! We have unlimited
juice? This party is going to be off the hook.

Live Coding Lessons

This is a long paragraph that communicates to the customer their training goal
and leads to the call-to-action button below.

Start inviting developers




Login

Customer is directed to a login screen

SECURE CODE
WARRIOR

Email Address

Forgot password




Landing Page

Customer is logged in and arrives at Live Coding
Lessons

landing page

| I

Password hashing - SQL Injection - OWASP Missing Function Level Access
OWASP Top 10 Top 10 Control - OWASP Top 10

Xml External Entities - Unrestricted File Upload - Password hashing -
OWASP Top 10 OWASP Top 10 OWASP Top 10




Landing Page
- Dark theme

Customer is logged in and arrives at
landing page

Live Coding
Lessons

Xmi External Entities - Unrestricted File Upload - Password hashing -
OWASP Top 10 OWASP Top 10 OWASP Top 10




Select a Language

Customer selects a language, and goes
through the same phase as phase one,
with the exception of logged in state.

Password hashing SQL Injection Missing Function Level Access
OWASP Top 10 OWASP Top 10 Control - OWASP Top 10
Select a Language X

@ Python-Bask

@ cvoren-sasc
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£
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Xml External Entities - Unrestricted File Upload - Password hashing -
OWASP Top 10 OWASP Top 10 OWASP Top 10




Repeats LCL

< Back toall lessons A3 Miszing Function Level Access Control in C# ol
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> 0 public TrassactionServicedSecureCodevarriorBankContext conte
the lessons 5|
. 2 _context = context}
13 '
oe STEPS v 14
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o westigate Transaction (
var query = $"SELECT « FROM Transactions T WHERE T.ewner
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1 }
)
o6l & currur  oes . pvMAL A

Instaliing Cf depengencies...
Platfore: Linux, #B6_64, namesdebian, versions=ll

Great job!
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Phase two

Deep Course Integration



Customer arrives via course

Customer selects a live coding OWASP 1.5
|esson from Course Izrg;j;mmon to OWASP Top 10 Awareness (with latest updates from the Web top 10

Hide Activities

Video: Missing Function Level Access Control NEW IN: Live Coding Lessons are
now available in Courses for you to

Not Watched try out!

Note that points earned through a
Live Coding Lesson will not be part of

Not Completed your Course score and only time
spent doing the lesson will be saved.
Live Coding Lesson: A3 Missing Function Level Access Control [EEICH &

Not Viewed Yet

Walkthrough Mission: Missing Function Level Access Col

Video: Plain Text Storage of Passwords
Not Watched

Walkthrough Mission: Plain Text Storage of Passwords

Not Completed

Challenge: Plain Text Storage of Passwords

0/2 stages completed

Video: SQL Injection

Not Watched

Walkthrough Mission: SQL Injection



RepeatLive
Coding
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n Jcentext. Transact iens, Fronsq Ul query) ;
3 }
CHES
oeLE i currur e . EANINA =

Instaliing Cf depengencies...
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urvey
Customer
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3
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how to secure the
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5  public class Transact
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oe STEPS Congratulations!
@ westigate Transaction Yo
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o Upadate transactions

This took 25 minutes to complete. How wos (t> Ul query) ;

o Return transactions

ToListAsy

QO

Great job! / .
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